
All Events: Top Firewall Events By Count
Customer Name: Super@demo-va-2

User Notes
This is a sample Report to show the PDF reports

Time Range: 5/17/10 3:04:50 PM to 5/17/10 4:04:49 PM

Generated: 5/17/10 4:05:21 PM

Description: This report ranks the firewalls events by count

COUNT(Matched Events) for: 172.16.255.18, PIX-302015, Built UDP COUNT(Matched Events) for: 172.16.255.18, PIX-302016, Teardown UDP

COUNT(Matched Events) for: 172.16.255.18, PIX-302020, Built ICMP COUNT(Matched Events) for: 172.16.255.18, PIX-302021, Teardown ICMP

COUNT(Matched Events) for: 172.16.0.1, CheckPoint-permit traffic,

Records found: 20

Rank Reporting IP Event Type Event Name COUNT( *)

1 172.16.255.18  (Dev-A-PIX-QA) PIX-302015 Built UDP connection 2,767

2 172.16.255.18  (Dev-A-PIX-QA) PIX-302016 Teardown UDP connection 2,700

3 172.16.255.18  (Dev-A-PIX-QA) PIX-302020 Built ICMP connection 1,200

4 172.16.255.18  (Dev-A-PIX-QA) PIX-302021 Teardown ICMP connection 1,194

5 172.16.0.1  (HQ-Branch-Lnx-Server) CheckPoint-permit traffic Permitted IP traffic by policy 1,082

6 172.16.255.18  (Dev-A-PIX-QA) PIX-302013 Built TCP connection 836

7 172.16.255.18  (Dev-A-PIX-QA) PIX-302014 Teardown TCP connection 826

8 172.16.255.18  (Dev-A-PIX-QA) PIX-106015 Denied IP traffic - likely connection reset 541

9 172.16.255.18  (Dev-A-PIX-QA) PIX-609002 Network state container removed 215

10 172.16.255.18  (Dev-A-PIX-QA) PIX-609001 Network state container reserved 213

11 172.16.3.10  (SJ-QA-A-Jnp-FW-01) Juniper-SSG-system-notification-00257(traffic) Juniper-SSG-system-notification-00257(traffic) 151

12 172.16.3.10  (SJ-QA-A-Jnp-FW-01) Juniper-SSG-system-notification-00257(traffic)-
deny

Denied network traffic 89

13 172.16.3.10  (SJ-QA-A-Jnp-FW-01) Juniper-SSG-system-notification-00257(traffic)-
permit

Permitted network traffic 29

14 172.16.0.1  (HQ-Branch-Lnx-Server) CheckPoint-Invalid DNS Invalid DNS traffic 28

15 172.16.0.1  (HQ-Branch-Lnx-Server) CheckPoint-deny traffic Denied IP traffic by policy 9

16 172.16.255.18  (Dev-A-PIX-QA) PIX-710002 {TCP|UDP} access permitted to the appliance 5

17 172.16.255.18  (Dev-A-PIX-QA) PIX-313005 Denied ICMP packet - no matching ICMP error 3

18 172.16.255.18  (Dev-A-PIX-QA) PIX-302010 Firewalled connection statistics 2

19 192.168.19.65  (SJ-SaaS-ASA) ASA-713228 Assigned private IP address from local address
pool

2

20 172.16.255.18  (Dev-A-PIX-QA) PIX-733100 PIX-733100 1
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