
AccelOps’ integrated Security Information and Event Management (SIEM), 
performance and availability monitoring software is engineered to ensure 
successful protective monitoring and comply with the United Kingdom’s Good 

Practice Guide 13 (GPG13). 

Her Majesty’s Government (HMG) departments, agencies and service providers can 
rely on AccelOps to help achieve compliance with the U.K. Cabinet Office’s Secu-
rity Policy Framework and achieve enhanced efficiencies from the comprehensive IT 
infrastructure monitoring capabilities that AccelOps delivers.

AccelOps Offers Full View of Entire IT Infrastructure
AccelOps is the industry’s first software application to integrate security (SIEM), 
performance and availability monitoring across an organisation’s entire data center 
infrastructure – physical, virtual, on-premise or cloud-based. 

The patented real-time analytics technology cross-correlates log and event data in 
real time to make sense of complex IT patterns and events as they happen. AccelOps 
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Successful Protective Monitoring with AccelOps

Deploying a good Protective Monitoring regime, as detailed within Good Prac-
tice Guide 13 (GPG13) and its 12 Protective Monitoring Controls (PMC) en-
ables departments and agencies of Her Majesty’s Government (HMG) to meet 
a number of mandatory requirements. These mandatory requirements are issued 
by the U.K. Cabinet Office as part of the Security Policy Framework, and focus 
on achieving proportionate risk managed approaches to allow HMG businesses 
to function effectively, safely and securely.

Protective monitoring, also known as GPG13, encompasses people, business 
processes and technology to improve company risk profiles. Protective monitor-
ing provides visibility and understanding of who is accessing an organisation’s 
sensitive data. The goal is to ensure a level of operational insight for organ-
isations to see how their IT systems are being used or abused by internal or 
external agents. 

By implementing the controls detailed in GPG13, HMG’s departments and 
agencies will achieve enhanced confidentiality, integrity and availability of IT 
systems, impacting business sustainability and reputation. The use of AccelOps 
GPG13 reporting pack provides valuable security guidance for organisations in 
all industry sectors to improve risk profiles.

About GPG13
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enables proactive protective monitoring in accordance with 
all 12 of the GPG13 controls and eliminates blind spots by 
monitoring every aspect of the IT infrastructure from a single 
tool.

The AccelOps monitoring application offers a seamlessly inte-
grated platform for the collection, monitoring, analysis, alerting 
and reporting of all IT event, log and performance data. The 
real-time analytics engine correlates events, logs and perfor-
mance metrics across the entire physical and virtual data cen-
ter infrastructure, including servers, storage, network, security 
devices, users and applications in a single application. 

Built-in rules, which may be easily customised if desired, 
alert IT to malicious activity or performance-impacting events. 
From a “single pane of glass,” IT can monitor all data center 
activities and resources whether on-premise, remote, or in the 
cloud.

AccelOps’ Protective Monitoring Support 
Process
AccelOps is the ideal choice for U.K. departments, agencies 
and service providers because it is quick to deploy, provides 
standard reporting and alerting templates for compliance, and 
has built-in multi-tenancy, allowing for shared service environ-
ments.

AccelOps technical consultants work with departments, agen-
cies and integrators to ensure AccelOps is implemented on 
time and meets protective monitoring requirements. AccelOps 
technical consultants are experienced at working within HMG 
departments and with security engineers, architects, CLAS 
consultants and accreditors. They listen carefully to clearly 
understand requirements to achieve a successful implementa-
tion and ongoing service.

Next-Generation SIEM
ff Patented distributed real-time analytics and event correla-

tion technology

ff Integrated performance and availability monitoring acceler-
ates remediation

ff Event consolidation and intelligent anomaly detection

ff User identity and location mapping

ff Log management and automated compliance auditing and 
reporting

Performance and Availability Monitoring  
ff Instantaneous insight into performance-impacting and 

anomalous activity

ff Cross-correlation with security monitoring accelerates 
remediation

ff Real-time analytics and alerts assure optimal IT infrastruc-
ture health

ff Monitor physical and virtual environments, on- and off-
premise

Open and Extensible
AccelOps is the only solution that fully integrates security, 
performance and availability monitoring to provide greater 
context and granularity into what is happening within ICT 
environments. AccelOps is an extremely extensible and open 
platform that scales from small environments to large enter-
prises. Although there is no standalone technology “silver 
bullet” that instantly creates GPG13 compliance, AccelOps’ 
holistic security, performance and availability monitoring plat-
form makes it easier to design and manage the processes and 
support required to ensure successful protective monitoring 
and achieve ROI efficiency and better security.

Ease of Deployment and Scalability
Deploying AccelOps is both quick and straightforward, thanks 
to automatic detection capabilities and intelligent prepack-
aged features. AccelOps runs on commodity hardware as a 
virtualised appliance, so there is no management or support of 
third-party databases or vendor-specific hardware. 

AccelOps’ highly scalable architecture allows seamless 
expansion as your requirements change. Increasing perfor-
mance can be as simple as adding additional AccelOps virtual 
appliances to a cluster. 

Ease of GPG13 Reporting and Alerting
AccelOps has developed specific reports, rules and dash-
boards to help meet the 12 Protective Monitoring Controls 
detailed within GPG13. These reports, rules and dashboards 
can be easily and intuitively customised for specific environ-
ments.

Real-time Monitoring
AccelOps has built-in correlation and statistical engines that 
identify deviations from baselines and will alert incidents to IT 
analysts as they occur in real time using numerous notification 
methods. Additionally AccelOps allows you to view events 
as they are received, enabling analysts to interrogate data in 
real-time.

Built-in Configuration Management 
Database (CMDB)
AccelOps’ built-in CMDB provides automatic classification 
of devices and contains information such as configurations, 
hardware, installed software and patches. The CMDB enables 
the identification of changes and can be cross-referenced in 
data analytics.

Protective Monitoring a Comfortable Fit
AccelOps is the leading next-generation integrated SIEM and 
performance and availability monitoring solution and has been 
recognised as such by respected industry analysts, including 
Gartner and Enterprise Management Associates. AccelOps 
software has been successfully deployed across all continents 
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Protective Monitoring 
Control Report Alert AccelOps Capability

PMC 1 - Accurate time 
in logs

Yes Yes AccelOps time-stamps every log received and maintains device and raw 
message time stamps. AccelOps can identify events reporting time configura-
tion changes.

PMC 2 - Record 
relating to business 
traffic crossing a 
boundary

Yes Yes AccelOps provides reporting, monitoring, correlation and analysis of all 
accounting information in which traffic crosses any network boundary. 
AccelOps interfaces with many boundary devices to provide a view into 
unauthorised or malicious traffic.

PMC 3 - Recording 
relating to suspicious 
behaviour at a 
boundary

Yes Yes All accounting information received by AccelOps is processed against a rule 
engine to identify suspicious or anomalous behaviour. The accounting informa-
tion is also available to the analytics engine for both interrogation and reporting. 
AccelOps is capable of anomaly detection and will alert on anomalous traffic.

PMC 4 - Recording of 
workstation, server or 
device status

Yes Yes AccelOps can process and receive accounting information from workstation 
and server devices. This information may contain status or changes to anti-virus 
protection, modifications of system configuration, user or file privileges, all of 
which can be reported, interrogated and alerted upon. AccelOps also directly 
monitors software components installed on servers and workstations, service 
status, running processes, hardware performance, capacity and availability 
directly (performance and availability monitoring). This information can provide 
more granular and complete data than relying on accounting logs alone. In 
addition to server hardware, AccelOps monitors virtual infrastructures and 
storage systems. Every accounting item and performance and availability 
monitoring item can be reported and alerted on.

PMC 5 - Recording 
relating to suspicious 
internal network 
activity

Yes Yes All accounting information received by AccelOps is processed against the 
rule base to identify suspicious behavior. The accounting information is also 
available to the analytics engine for both interrogation and reporting. AccelOps 
will send a real-time alert on anomalous traffic and behavior.

PMC 6 - Recording 
relating to network 
connections

Yes Yes AccelOps monitors all network connections, whether authentication to Wireless 
Access Control Points or via a Virtual Private Network. AccelOps also provides 
accurate identity and location information showing where a user logged into 
a system, down to the actual switch port to which the user was connected. 
AccelOps records the geographical location of the authentication as every 
IP address is looked up in a geographical location database and events are 
enriched with this information.

PMC 7 - Recording of 
session activity by user 
and workstation

Yes Yes AccelOps monitors all session activity by using accounting information from 
devices. All accounting information received by AccelOps is processed against 
the rule base to identify suspicious behavior. The accounting information is also 
available to the analytics engine for both interrogation and reporting.

PMC 8 - Recording of 
data backup status

Yes Yes AccelOps reports on its own internal backup status and supports standard 
third-party backup systems if required. Additionally, AccelOps can receive 
accounting information from backup systems that can be reported, correlated 
and alerted upon. AccelOps performance and availability monitoring reduces 
the mean time to recover systems by providing detailed configuration informa-
tion of systems, such as configuration of routers and switches, installed 
software on Windows servers, and service configuration.

PMC 9 - Alerting 
critical events

Yes Yes AccelOps has both incident dashboards and specific incident management 
interfaces that allow immediate visibility into the triggered rules and events. 
Incidents can be notified via several methods, including emails, XML and 
integration with existing case management tools. AccelOps also includes built-
in case management system to allow management of all incidents.

PMC 10 - Reporting on 
the status of the audit 
system

Yes Yes AccelOps reports on the status of internal processes and parses performance, 
availability monitoring and system audit events to provide a comprehensive view 
of the system status and audit record.

PMC 11 - Production of 
sanitised and statistical 
management reports

Yes N/A AccelOps has a flexible reporting engine allowing for management reports 
of both raw events and statistical information. All aspects of AccelOps can 
be reported on, including security, performance, availability and the built-in 
Configuration Management Database.

PMC 12 - Providing a 
legal framework for 
protective monitoring 
activities

Yes Yes An AccelOps deployment as part of a risk management and compliance 
process ensures that its use and implementation supports the Protective 
Monitoring legal framework.

How GPG13 Controls Map to AccelOps' Capabilities
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and multiple industries, including managed security service 
providers, national and local government agencies, health 
care, space agencies, industrial, technology and financial 
organisations.

Summary
Her Majesty’s Government departments, agencies and service 
providers can rely on AccelOps to help achieve compliance 
with the U.K. Cabinet Office’s Security Policy Framework and 
achieve enhanced efficiencies from the comprehensive IT 
infrastructure monitoring capabilities that AccelOps delivers.

AccelOps enables proactive protective monitoring in accor-
dance with all 12 of the GPG13 controls and eliminates blind 
spots by monitoring every aspect of the IT infrastructure from 
a single software application.

AccelOps is the ideal choice for U.K. departments, agencies 
and service providers because it is quick to deploy, provides 
standard reporting and alerting templates for compliance, and 
has built-in multi-tenancy, allowing for shared service environ-
ments. 

 About AccelOps
AccelOps provides a new generation of integrated security, 
performance and availability monitoring software for today’s 
dynamic, virtualised data centers. Based on patented distrib-
uted real-time analytics technology, AccelOps automatically 
analyses and makes sense of behavior patterns spanning 
server, storage, network, security, users and applications to 
rapidly detect and resolve problems. AccelOps works across 
traditional data centers as well as private and hybrid clouds. 
The software-only application runs on a VMware ESX or ESXi 
virtual appliance and scales seamlessly by adding additional 
VMs to a cluster. Its unmatched delivery of real-time, proac-
tive security and operational intelligence allows organisations 
to be more responsive and competitive as they expand the IT 
capabilities that underpin their business.

AccelOps, Inc. 
2901 Tasman Drive, Suite 100 
Santa Clara, CA 95054 
USA

Web:	 www.accelops.com 
Tel:	 +001 (408) 490-0903 
Email: 	 sales@accelops.com
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