
Solution BRIEF

Have you delayed your decision to replace your Cisco MARS 
solution? As end-of-service milestones approach and Cisco 
support for the product ends, don’t leave your environment 
exposed.
Cisco MARS users need a solution that will allow them to scale and grow with them and 
their customer environments. They need an advanced Security Information and Event 
Management (SIEM) solution in a virtual appliance that reduces hardware costs and 
future investments.  

AccelOps’ next-gen product delivers on Security Intelligence through:

ff Real-time visibility into Security, Availability, Performance and Configurations in a 

single dashboard

ff Correlated and context-enriched events that automate threat response and reduce 

forensic analysis costs

ff The quickest path to enterprise-wide monitoring, eliminating blind spots

ff A fully virtualized solution that goes beyond enterprise firewalls into hybrid clouds

ff Big Data real-time analytics to handle the explosion of data throughout the 

organization

A Next-Generation Integrated Monitoring Approach
AccelOps was architected from the ground up to automatically discover, analyze and 
automate IT issues in machine and big data across organizations’ data centers and 
cloud resources, spanning servers, storage, networks, security, applications and users. It 
provides complete visibility across the entire physical and virtual IT infrastructure – 
on-premise, in the cloud, or a hybrid of both, in a comprehensive single application.

AccelOps is the industry’s first solution that seamlessly integrates security (SIEM), 
performance and availability monitoring. AccelOps monitors all domains of the data 
center, including servers, storage, network elements, security devices, users, and 

Migrating from Cisco MARS to AccelOps
Look beyond SIEM to Security Intelligence 

Created by the founders of the Cisco MARS product, AccelOps defines 
a new standard of SIEM – Security Intelligence

AccelOps Features

»» Agentless auto-resource discovery 
ensures complete infrastructure 
coverage

»» Rapid problem identification as all 
security, performance and availability 
events are cross-correlated

»» Targeted corrective response 
reduces Mean Time to Resolution

»» Secure multi-tenancy support 
for corporate business units and 
Managed Service Providers (MSPs)

»» Up and running in less than a day

»» Scales seamlessly using commodity 
VMs

»» User identity and location mapping 
improves BYOD security

»» Patented distributed real-time 
analytics and event correlation 
technology enable intelligent, 
proactive security

»» Extensive compliance reports and 
alerts
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applications – in real-time – to quickly identify and resolve security incidents and 
performance bottlenecks.

Now, from a single pane of glass, IT administrators can monitor all data center 
activities and resources. With multiple critical monitoring functions in a single ap-
plication, 
AccelOps accelerates problem identification, helping IT to quickly determine the 
corrective response: adding compute or storage resources; modifying a firewall rule 
to eliminate a source of threats; moving competing high-volume traffic sources to 
different network ports; and changing access privileges for a user or group of users.

Correlate User Identity and Location
Binding of user identification and geo-location mapping provides key intelligence 
context to security, performance and availability events. By integrating with Active 
Directory and a geo-location database, AccelOps correlates events in real-time to 
the actual user or device and location by city, state, country, organization, latitude 
and longitude.

The integrated geo-incident display shows events on a world map. In addition, rules 
and queries may be defined to alert IT when suspicious activity occurs based on 
geographical context, such as mobile devices logging into the network from a loca-
tion where the company does not operate. AccelOps can even trigger a script that 
will automatically log the offending device off the network, which is especially help-
ful to prevent intellectual property loss or to mitigate suspected malicious activity.

Real-time Alerts
AccelOps designed the monitoring application for both real-time alerting and foren-
sic analysis. A real-time search allows users to specify a set of attributes to monitor 
specific events as they happen. Once the user has chosen the parameters, AccelOps 
filters incoming events based on the defined criteria and displays the results. IT can 
easily add additional filter criteria to highlight specific types of events.

“While researching alternatives 
for CS-MARS . . . AccelOps’ 
virtual appliance solution 
appealed to us because as our 
client environment continues 
to grow, we could rapidly and 
cost-effectively expand by 
adding more VMs or storage 
as needed. With an appliance-
based solution, we would have 
had to replace the hardware on 
a regular basis and throw away 
our earlier investment dollars 
or incur additional upfront 
investment.”

Dave Nelson 
President, Integrity Technology 
Systems 

Next-Generation SIEM

»» Patented distributed real-time 
analytics and event correlation 
technology

»» Integrated performance and 
availability monitoring that 
accelerates remediation

»» Event consolidation and intelligent 
anomaly detection

»» User identity and location mapping

»» Log management and automated 
compliance auditing and reporting

AccelOps provides security, performance and availability analysis on one screen
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Forensics and Compliance
AccelOps includes a comprehensive suite of compliance reports covering HIPAA, 
PCI DSS, SOX, GLBA and COBIT, among others. Any of these reports may be 
copied or modified, and new reports may be defined from the ground up to meet 
new compliance requirements. All data, both real-time and historical, is saved in the 
AccelOps database, and the system retains all raw messages without altering them 
to preserve required compliance audit chain of custody for a year or longer. The scal-
able parallel data-management architecture and a powerful search engine provide the 
ability to rapidly query and organize IT resource log and event information for both 
real-time correlation and post-event forensic analysis. 

Easy to Deploy, Easy to Scale
Scaling previous generation hardware-based monitoring solutions to accommodate 
data center growth involved repeated and expensive data migration and fork lift up-
grades to specialized hardware.

AccelOps’ software-only application requires no purpose-built hardware and runs on 
a VMware ESX or ESXi virtual appliance. Installation and device discovery takes just 
a few hours, and the system begins delivering results in less than a day. The solu-
tion scales easily to support data center growth simply by adding additional virtual 
machines to a cluster.

“When Cisco declared the end 
of life for CS-MARS, we were 
using multiple tools such as 
SolarWinds, Microsoft SCOM 
and CS-MARS to manage 
our IT environment. During 
our evaluation, it was clear 
that AccelOps would help us 
realize our single pane of glass 
vision and eliminate multiple 
tools. Where it took us over 
two weeks to install CS-MARS, 
AccelOps was up and running 
in under three hours. Once 
deployed, AccelOps’ powerful 
discovery capabilities helped us 
find things in our environment 
we didn’t even know about.”

Russell Butturini 
Senior Infrastructure Architect, 
Healthways

The Top 10 Reasons to Replace Cisco MARS with AccelOps

1.	 End-to-end investigation of end-user security incidents in two hours vs. days

2.	 Up to 50 percent reduction in cost to manage SIEM over time

3.	 Up to 80 percent reduction in hours dedicated to operational reporting

4.	 Fastest deployment and time to value in the industry

5.	 Ability to monitor private, public or hybrid cloud environments

6.	 Clustered scale-out virtual appliance-based architecture

7.	 Dynamic user identity and location tracking

8.	 Industry’s most advanced rules engine, including IPS vulnerability map

9.	 Geolocation database

10.	Replacement pricing, free first year of maintenance, assessment and 
migration assistance
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AccelOps, Inc. 
2901 Tasman Drive, Suite 100 
Santa Clara, CA 95054 
USA

Web:	 www.accelops.com 
Tel:	 1 (408) 490-0903 
Email: 	 info@accelops.com
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About AccelOps
AccelOps provides analytics-driven IT Operations Management for cloud and virtualized 
infrastructures. The virtual appliance software manages security, network performance 
and compliance, all on a single screen. AccelOps automatically discovers, analyzes and 
automates IT issues in machine and big data across organizations’ data centers and 
cloud resources, spanning servers, storage, networks, security, applications and users. 
AccelOps’ patented analytics engine with cross-correlation sends real-time alerts when 
deviations occur that indicate a security or performance-impacting event. The AccelOps 
platform scales seamlessly and provides unmatched delivery of proactive security and 
operational intelligence, allowing organizations to be more responsive and competitive 
as they expand their IT capabilities. For details, visit www.accelops.com. 

FREE  TRIAL  DOWNLOAD  
www.accelops.com/download

How Does AccelOps Compare to Cisco MARS?

Key Capabilities AccelOps Cisco-MARS

Discovery Driven l

Prioritize Incidents by Business Services l

3rd Party Threat Intelligence l

Field Extensible Without Performance Penalty l

Real-time User and Application Context l

Distributed Analytics, Scales Horizontally l

Network Flow Analysis l l

Built-in Cross-Domain Change Detection l

Cross-Domain Performance, Availability Metrics l

Real-Time and Historical Search Across All Data l

Rich Incident Trending l

Policy-Based Incident Notification and Handling l

Dynamic Tracking of User Identity and Location l

Incident Mitigation l  w

Hardware Independent Scalability and Upgrades l

Highly Available l  w


