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AccelOps Integrated Security, P
and Availability Monitoring Appllcatlon

Simplifying complex real-time, cross-domain analytics for more secure, responsive and
adaptive IT infrastructures

Next Generation SIEM
P Patented distributed real-time

analytics and event correlation
technology

Integrated performance and
availability monitoring accelerates
remediation

Event consolidation and intelligent
anomaly detection

User identity and location mapping

Log management and automated
compliance auditing and reporting

Next Generation Data Centers Require a Next Generation
Monitoring Solution

Today’s virtualized data centers untether logical devices from their physical hosts,
resulting in far greater hardware utilization and rapid cloud adoption. Virtualization and
cloud services enable organizations to scale IT infrastructure elastically by reconfigur-
ing and augmenting internal data center resources. This gives enterprises the flexibility
and agility to dynamically provision business applications as end-user demand changes.
However this agility increases user expectations for application availability and perfor-
mance and brings new challenges to IT administrators.

The traditional monitoring applications used today take a single-purpose silo approach
and are managed by multiple and separate IT functional groups such as network, server,
or security. Monitoring complex and interrelated IT infrastructures in separate silos
simply does not provide real-time visibility into virtualized data centers. This outdated
model adds cost, wastes valuable resources, and increases the time to resolve service
interruptions, business application degradation, or suspicious activities.

A Next Generation Integrated Monitoring Approach

The AccelOps monitoring application was architected from the ground up to monitor all

Performance and Availability

Monitoring (PAM) devices, users and applications. It provides complete visibility across the entire physical

and virtual IT infrastructure — on-premise, in the cloud or a hybrid of both, in a compre-

> Instantaneous insight into L L
hensive single application.

performance-impacting and
anomalous activity AccelOps is the industry’s first solution that seamlessly integrates security (SIEM), per-
formance, and availability monitoring. AccelOps monitors all domains of the data center
including servers, storage, network elements, security devices, users, and applica-

tions — in real time — to quickly identify and resolve security incidents and performance

bottlenecks.

> Cross-correlated with security
monitoring accelerates remediation

> Real-time analytics and alerts
assure optimal IT infrastructure

health Now, from a “single pane of glass,” IT administrators can monitor all data center activi-

ties and resources, whether on-premise, remote, or in the cloud. With multiple critical
> Monitor physical and virtual
environments, on- and off-premise

monitoring functions in a single application, AccelOps accelerates problem identifica-
tion, helping IT to quickly determine the corrective response: adding compute or storage



resources; modifying a firewall rule to eliminate a source of
threats; moving competing high volume traffic sources to dif-
ferent network ports; changing access privileges for a user or
group of users.

Enterprise and Business Service Visibility

Using a simple drag and drop interface, AccelOps allows IT to
group data center elements such as servers, storage, network
devices and related applications in the context of a business
service such as Exchange, CRM, ERP, database. AccelOps
maps inter-relationships to provide a consolidated business
service view of the data center infrastructure.

Administrators define unique security and performance policies
for each service, and AccelOps triggers alerts for any out-of-
bounds condition. In the event of a security or performance-
impacting incident, IT administrators can identify and focus
quickly on the specific elements that deliver that service, thereby
expediting troubleshooting and remediation.

Monitor Remote Data Centers and the Cloud

Remote data centers and cloud-based services provide
resiliency, flexibility and scalability for business services. They
also add complexity in ensuring optimal service performance.
To meet end user performance and availability expectations, IT
administrators need the ability to monitor both on-premise and
off-premise resources in a single, seamless view.

By deploying AccelOps Collectors within a remote data center
or cloud service provider, a single AccelOps application moni-

“Single pane of glass” security, performance, and availability
monitoring across all data center resources — physical or virtual — on-
premise, remote, and in the cloud.
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tors the entire infrastructure from a single screen as if the cloud-
based servers were running on premise. AccelOps supports all
major cloud service providers including Amazon's EC2 service.
With AccelOps collectors running on VMs placed inside the
EC2 environment, AccelOps collects far more events and infra-
structure performance metrics and at finer grained time intervals
than is possible using only the Amazon external monitoring API.

Secure Scalable Multi-tenancy

AccelOps' architecture enables Managed Service Providers
(MSP) to deliver data center and security services to hundreds
of individual subscribers. The multi-tenancy feature manages all
the subscribers for an MSP from a single AccelOps software in-
stance, driving down operational costs. The application provides
a global view of the entire MSP infrastructure as well as visibility
to the resources allocated to each client. Simultaneously, the
multi-tenant feature allows MSPs to generate and provide se-
cure, customized views for each client company.

With AccelOps, MSPs can also provide remote monitoring
services for clients who operate internal data centers but lack
the IT resources for 7 x 24 monitoring. An AccelOps Collector
deployed on the customer's premise aggregates event informa-
tion for analysis, alerting and reporting at the MSP’s NOC/SOC.

This same multi-tenancy capability allows large enterprises to
create partitioned business unit, departmental, or geographical
views for security, confidentiality, and compliance purposes.

Distributed Real-time Analytics

The heart of the AccelOps monitoring application is a patented
real-time analytics engine. AccelOps collects, parses, stores,
and correlates events, logs, and metrics across multiple dimen-
sions. The application indexes and stores this information in a
high-performance flat file database for ultra-fast searches and
queries. AccelOps returns results from a simple text-based
search or a multi-variable structured query of billions of records
within seconds.

More than 250 built-in rules cover a variety of scenarios, and
users may define customized rules through an intuitive GUI.
Automated algorithms continuously learn data traffic usage
patterns and behavior to more intelligently discover anomalous
events, threats, or performance impacts. This intelligence as-
sists IT in refining monitoring rules, alerts, and reports for your
specific environment, resulting in a more proactively managed
infrastructure.

Built-in Configuration Management Database

The AccelOps monitoring application is simple to install and
begins delivering results in hours. After installing the applica-
tion, IT simply provides a range of IP addresses and appropriate
access credentials, and the system automatically discovers all




resource assets and entities, both physical and virtual, without
the need for agents. The system uses a variety of protocols to
discover devices and collect log information including SNMP,
WM, Telnet/SSH, LDAP, VMWare VI-SDK, HTTP(S), Microsoft
RPC, Cisco SDEE, JMX, and JDBC. It then categorizes assets
as servers, storage, network elements, security devices, users,
applications, etc. to populate a built-in Configuration Manage-
ment Database (CMDB) and to generate detailed Layer 2 and
Layer 3 topology maps.

AccelOps completely eliminates manual updates as new de-
vices are added to the infrastructure. AccelOps detects devices
automatically and adds them to the CMDB. AccelOps links
virtual and physical resources and their relationships to business
applications. Thresholds may be programmed to report exces-
sive VM migration across physical machines, further enhancing
resource efficiency. Predictive analytics capabilities assist with
capacity planning by alerting IT when resources employed to
deliver a specific business service approach their limits.

Black Box for the Data Center

With detailed knowledge of the IT infrastructure, AccelOps
immediately begins collecting log information, device availability
status, network flow data, resource utilization, and more. Like

a black box on an airplane, the monitoring application stores

all raw messages without altering them to meet data retention
requirements — a necessity should a compliance audit require
access to original log data. The application appends raw data
with contextual metadata such as user identity, device location,
and business service for entry into the database.

Next, AccelOps automatically builds normal traffic baselines,
profiles, thresholds, and communication pattern trends by day-
of-week and day-of-month. The application correlates all events
and incidents with the CMDB for complete end-to-end visibility
and alerts IT when deviations occur that might indicate a secu-
rity or performance-impacting event.

TebleView || FishboneView | Topology View || CalendarView || Location View |

View: | Map | v |  GroupBy | Country | w |  Severity [ a1 v

Time: [Last 2 haurs -

Quickly identify geographic locations of critical events as they happen in real time.

Auto refresh n 455

PRODUCT BRIEF

Correlate User Identity and Location

Binding of user identification and geo-location mapping
provides key intelligence context to security, performance or
availability events. By integrating with Active Directory and a
geo-location database, AccelOps correlates events in real time
to the actual user or device and their location by city, state,
country, organization, latitude and longitude.

The integrated geo-incident display shows events on a world
map. In addition, rules and queries may be defined to alert IT
when suspicious activity occurs based on geographical context
such as mobile devices logging into the network from a location
where the company does not operate. AccelOps can even trig-
ger a script that will automatically log the offending device off
the network, which is especially helpful to prevent intellectual
property loss or to mitigate suspected malicious activity.

Real-time Alerts

AccelOps designed the monitoring application for both real-time
alerting and forensic analysis. A real-time search allows users to
specify a set of attributes to monitor specific events as they hap-
pen. Once the user has chosen the parameters, AccelOps filters
incoming events based on the defined criteria and displays the
results. IT can easily add additional filter criteria to highlight
specific types of events.

Forensics and Compliance

AccelOps includes a comprehensive suite of compliance
reports covering HIPAA, PCI DSS, SOX, and COBIT. Any

of these reports may be copied or modified, and new reports
may be defined from the ground up to meet new compliance
requirements. All data, both real-time and historical, is saved in
the AccelOps database, and the system retains all raw mes-
sages without altering them to preserve required compliance
audit chain of custody for a year or longer. The scalable parallel
data-management architecture and a powerful
search engine provide the ability to rapidly query
and organize IT resource log and event informa-
tion for both real-time correlation and post-event
forensic analysis.

Dashboards and Reporting

AccelOps includes more than a thousand built-
in dashboards and reports, which may be easily
customized to reflect your specific business
requirements. Dashboards and reports may be
categorized into device groups such as serv-

ers or network devices, or defined for specific
business groups covering their specific business
applications and the IT resources that support
them. IT can convert and save any query as a
report or as a dashboard object. Reports may
be scheduled and sent to an email distribution
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