10 Reasons for Migrating from Cisco
MARS to AccelOps
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Introduction

* SIEM Requirements have evolved over the last 5 years.

® Event log management / security information event management (SIEM) is considered an IT best
practice, and for regulated industries, an audit compliance requisite.

®* The challenge is how to consistently aggregate, decipher and normalize non-standard log formats;
manage massive volumes of event log data for real-time and historic analysis; correlate and consolidate
complex event log data to yield actionable intelligence; and maximize event log value to support IT
service reliability.

® Cisco MARS, formerly Protego Networks was one of the first created tools to help meet these
objectives, back in 2002.

®* Now that Cisco has announced the end of life for MARS, in looking for a replacement, you need to
ensure that your replacement product has evolved beyond what MARS offered.

© 2011 AccelOps, Inc. | Feb 2011 | O >OCC€|OpS



Why AccelOps

® AccelOps founders created the original MARS, before its was acquired by Cisco in 2005.

® AccelOps has gone beyond SIEM, and defined the new standard for Security Information Event
Management, with enhanced features and a scalable architecture.

®* The AccelOps solution, collects logs generated by your Cisco network and security devices, and all the
major network vendors. New device support can be added easily using XML files.

® |t provides a single solution for real time and long term log analysis. Logs are processed in real time,
categorized, correlated and stored, for online retrieval.

® The AccelOps solution processes all the logs through its Rule Engine, which will alert upon suspicious
patterns of behavior.

® Built-in compliance reports and monitoring for PCI, CoBIT, SOX, HIPAA.

® AccelOps comes pre-populated with multiple security dashboards, and users can create multiple custom
dashboards for their own specific needs.

® AccelOps not only offers a complete SIEM/Compliance solution, it also provides the next logical
evolution - a plug-and-play, scalable solution that gives IT managers a single pane of glass into their IT
environment.

® Let’s review 10 reasons why AccelOps is a great replacement for your MARS Installation.
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10 Reasons to Look at AccelOps

Why you should put AccelOps on your evaluation list, to replace Cisco MARS.
1. Clustered Virtual Appliance Based Architecture
2. Rich XML-based Event Parsing and Rapid Deployment for your Log Sources
3. Powerful Rules Engine Including IPS Vulnerability Map
4. Business Service Based Incident Prioritization
5. Dynamic User Identity and Location
6. Flexible Reporting and Customizable Dashboards
/. Fine-grained Role Based Access Control
8. Enhanced Incident Management
9. Adobe Flex based Web 2.0 GUI including L2/L3 Topology Maps

10. Rich Context for Security Analysis
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Virtualized Scale Out Architecture

° Typical MARS Scenarios
¢ | want to expand my installation, | have to wait X days for a box to vvaVEaA':S.
arrive. .
° | need a HW replacement for a failed disk.
° | need to archive, | have run out of disk space!

° Searches are too slow.

AccelOps VA (S)

° The AccelOps Virtual Appliance (VA) combines the best of hardware
appliance and software

° Turnkey implementation and usability of a hardware appliance

° Deployment and expansion flexibility of software Data
° Easy to add storage
s Costsavings: use standardized Data Center hardware, pay for use  [asisl® EAZRAN)) ooo AccelOps VA (W)

° Clustered VA architecture for availability and scale

° Failover via VMware supported methods: DRS, vMotion Storage

° Centralized External Storage

° Instant scalability: spin more Virtual Appliances
®  AccelOps innovative data management architecture

° Structured data in relational database (PostgreSQL)

° Event data in flat files with innovative indexing and compression

° All possible attributes and all keywords are indexed - | ‘\_,1
L N L

° Patented distributed processing for event collection, queries, rules
and reports

° Unlimited, online data store —single solution for real time and
historical log analysis
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Rich Integration via XML, Auto Recognition and Discovery

° Typical MARS Issues

v 55, Devices
o Not many event attributes are parsed v &, Network Device
° Adding event attributes or modifying parsers require engineering Firewall
®  Users are not discovered & Router/Switch
. . % VPN Gateway
° Log sources have to be defined one at a time 5 Network IPS
= Security Gateway
®  AccelOps provides both flexibility and performance in event parsing S WLAN Controller
“I” WLAN AP
° Over 300 parsed attributes “;
- Load Balancer
° All log parsers are written in XML-based scripting language — simply modify the XML to enhance @< Multiplexer
parsing or add your own ) Printers
° Patented XML compilation technology — no loss of performance compared to custom code » <L, Network Segment
v [ server

4% Windows

('_\ Unix

N Netware

Virtual Infrastructure

¢ AccelOps has auto log discovery - simply point your logs or Netflow to AccelOps and we will
automatically recognize the device, and start processing.

®  AccelOps discovers complete multi-vendor IT infrastructure - networks, servers, storage and = Appliance
users — in an agent-less fashion

o Smart scan - iteratively learn about live devices — much faster than traditional methods
° Range scan — attempt to discover all devices in a range

° Discover installed and running software, hardware, components, asset information

* Intelligently categorize the log source and a discovered device into functional network device

groups, server groups, storage devices, infrastructure applications and user applications s

° Identify physical versus virtual servers ||

° Identify relationships — WLAN Controllers to Access Points, ESX Servers to VMs, ... @ D “ D '
° Discover users from Windows Active Directory o —
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Advanced Rule Framework

® AccelOps can detect network services and profile network traffic from network flows and firewall logs.
An advanced analytics engine detects patterns in data over a rolling time window taking into account

very complex patterns. This includes combined patterns of network, system, application and user
activity. The built-in analytics engine can be easily extended using XML-based definitions.

Analytics > Rules > Security > Exploits Analytics > Rules > Change
| New “ Delete ” Edit “ Clone I \ I New ” Delete ” Edit H Clone l
Ackive | Nama Active | Name
v (s) End User DNS Queries to Unauthorized DNS Servers

(s) Difference in Running and Startup Config
(s) Excessive Denied Connections From Same Src
(s) Excessive Denied Connections To Same Destination §5) Deaaia ContioNe [Ka7eeoum Madiication

(s) Excessive Denied DNS Queries (s) Linux file change

(s) Excessive Denied End User Mail To Unauthorized Mail Gateways (s) Running Config Change
(s) Excessive End User DNS Queries (s) Running Config Change (with login info)

(s) Excessive End User Mail (s) Server Installed Software Change

LU € € € €<

(s) Excessive FTP Client Side Errors

L € € € g

(s) Startup Config Change

® AccelOps contains more than 200 built-in rules that cover scenarios such as:
° Host scans, port scans, fixed-port host scans, denied scans and other traffic anomalies from firewall and Netflow logs
° Network device and server logon anomalies
° Network access anomalies from VPN, domain controller and wireless logons
° Web server and database access anomalies
° Rogue workstations, PDAs, WLAN APs, etc. from DHCP logs
° Account lockouts, password scans and unusual failed logon patterns

° Botnets, mail viruses, worms, DDOS and other day zero malware from DNS, DHCP, web proxy logs and flow traffic
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Advanced Rule Framework

® The analytics engine patterns are comprehensive and allow for complete Boolean operators and nested

sub-pattern rules:

®  Sub-patterns connected in the time dimension by operators such as AND, OR, FOLLOWED_BY, AND_NOT,
NOT_FOLLOWED_BY
¢ Each sub-pattern can apply condition operators such as =, |=, BETWEEN, IN, NOT IN, IS, IS NOT, etc

e Each sub-pattern can filter and apply aggregation operators such as AVG, MAX, MIN, COUNT, and COUNT DISTINCT

® The thresholds can be static or statistically derived from automatically profiled data

Excessive End User DNS Queries

Rule Name:  Excessive End User DNS Queries

Detects a scenario where a host, that is itself not an DNS server, is sending excessive DNS requests. Authorized DNS servers are represented by the "DNS

Description:
Server" group. In a typical scenario, the frequency of end host DNS requests is not high unless, there is a script running - this might indicate the presence
of malware on the end host.
Status: ACTIVE Severity: | 7-MEDIUM v | L] Update the "Perf Status" column on summary dashboard
Attributes: | All v | v Advanced Notification Frequency: 24 () Minutes (*) Hours

Conditions: |+ Add Subpattern |

If this Pattern occurs:

Paren Subpattern Paren Next Op Row
(=] | ExcessiveDNSFromFlow v | E] [+][=] OR b4 [#H=
(=] | ExcessiveDNSFromServer v | @ [#][=] Y [#H=
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Advanced Rule Framework

* Beyond MARS and typical SIEMs, sub-pattern relationships can be defined.

® Such as: the Source IP in one pattern = Another Attribute in another sub-pattern

Given these subpattern relationships:
Subpattern Attribute Operator | Subpattern Attribute Next Op Row

I L v || [H[=]

l ExcessiveDNSFromFlow v ‘ l Source IP v l l = v ] | ExcessiveDNSFromServer w |1 Source IP

4

Withinany: 300 second time window

Name Description
PH_RULE_EXCESS_HTTP_SERV_ERR_DIST_SRC Excessive HTTP Server Errors: same error; distinct src

® R U I eS Ca n refe re n Ce Oth e r RU I eS PH_RULE_REPEAT_EXCESS_FAILED_LOGON_DB Repeated Multiple Logon Failures: Database
PH_RULE_HIGH_RR_IPS High Risk Rating Cisco IPS Exploit
PH_RULE_EXCESS_FAILED_PRIV_LOGON_SERVER Multiple Priv Logon Failures: Server
PH_RULE_SPYWARE_NON_REMEDY Spyware found but not remediated
PH_RULE_REPEAT_EXCESS_FAILED_LOGON_APPL Repeated Multiple Logon Failures: Misc App
PH_RULE_REPEAT_EXCESS_FAILED_LOGON_WEB Repeated Multiple Logon Failures: Web Server
PH_RULE_TCP_DDOS_ATTACK TCP DDOS Attack
PH_RULE_HEAVY_UDP_HOST_SCAN_FIXED_PORT Heavy UDP Host Scan On Fixed Port
PH_RULE_EXCESS_FAILED_LOGON_APPL Multiple Logon Failures: Misc App
PH_RULE_EXCESS_FAILED_LOGON_WIRELESS Multiple Logon Failures: Wireless
PH_RULE_REPEAT_HEAVY_UDP_PORT_SCAN Heavy UDP Port Scan: Multiple Hosts
PH_RULE_FAILED_LOGON_MULTIPLE_ACCOUNTS Excessive Logon Failures: Same Src and Dest, Multiple ...
PH_RULE_REPEAT_EXCESS_FAILED_LOGON_SERVER Repeated Multiple Logon Failures: Server
PH_RULE_SUSPICIOUS_FAILED_LOGON_NO_SUCCESS Suspicious Logon Failure: no following successful login
PH_RULE_EXCESS_FTP_CLIENT_ERR Excessive FTP Client Errors: same src
PH_RULE_REPEAT_HEAVY_TCP_PORT_SCAN Heavy TCP Port Scan: Multiple Hosts
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Advanced Rule Framework

® Since AccelOps has its own CMDB, we can reference this within the rules, analytics and reporting
engines.

v &5, Network Device

Firewall
B Subpattern Name
= Router/Switch
ExcessiveDNSFromFlow
@, VPN Gateway
=3 Network IPS Filters:
@ Security Gateway [ paren Attribute Operator Value Paren Next Op Row
=" WLAN Controller [#][=]  DestTCcP/UDP Port =) = v | 53 (] ®E (Ao v ]| @HE
“L” WLAN AP FHE= Source IP [#][-] | noTm v | Applications: DNS [«] EHE LAND | v | [#][=]
-
=% Load Balancer HE Reporting IP [#][=] | [ v || Devices: Firewall, Devices: Router/Switch [«] BHE AND | v | [H][=]
G‘C Multiplexer == Source IP E]EI NOT IN v | Applications: Internal System IZ] = AND | v | [#][=]
s Printers EE  |[soucer =] [ v | Networks: Private Net (-] HE= v || HE
» L, Network Segment
v Bl server

"“'l{ Windows Aggregate Conditions: &)
("\ Unix [ paren Function Attribute Operator Value Paren Next Op Rowt
N_ Netware = | COunT v || Matched Events E”E >= v 500 = AL =
Virtual Infrastructure
= Appliance

(I Workstation

=

= Storage

» B2 Environmental
&5, Ungrouped

® No more Mass Mailing Worm Incident as in MARS! AccelOps already knows the Mail Servers on the
network.
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IPS Vulnerability Map

® One of the biggest drawbacks with MARS, was the number of incidents generated by IPS Devices, and
the amount of tuning required to reduce this.

® AccelOps can discover the patch levels of your Windows Servers, and it has a pre-populated IPS
Vulnerability MAP, so when IPS Alerts arrive, the system can automatically determine, whether it's a

false positive or not.

® AccelOps lets you focus on the real security issues on the network.

Incidents > IPS Vulnerability Map
L
| Add || Delete || edit | O {40 of 40)
IPS Event Types Vendor CVE IDs Vulnerability Description Found in Device Type Found in Version Fixed via Patches
Vulnerability ID
Cisco_IPS-5114/1 CVE-2010-2738 1IS Unicode Attack Microsoft Windows Server 2003 Service Pack 2 KB914961
MS039-006 CVE-2009-0081,CVE- Remote Code execution/kernel Microsoft Windows Server 2000, SP4, SP1, SP2
2009-0082,CVE- Microsoft Windows Server 2003,
2009-0083 Microsoft Windows Server 2008
‘ ADS-PRI - Detalls

@ Incidents (\é Device Health .ﬁi BizService [ Interface Stats Top Applications

l Summary ” Health “ Contact “ Interfaces “ Software “ Hardware “ Configuration “ Relationships

| Installed Software (24) | Running Applications (110) | Windows Services (121) | Installed Patches (100) | . xeo14s61

Name | Description

KB914961 Windows Server 2003 Service Pack 2
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Business Service Based Prioritization

® Incidents link to affected business services
®  User can prioritize incidents by critical business services

® To add devices to a business service, simply add the device
or application to the business service folder

° Typica| MARS Issues Biz Service Name Perf Health Status | Perf Health Trend
¢ Too many incidents! Firewall Service @ Normal _
® Don’t know how to prioritize one incident over another. PCl Service @ Normal HIENRNIIE 61 1 N N
Web Farm @ Normal | 1] -
® AccelOps business service based approach goes beyond Security Gateway Service | @ Normal
traditional SIEM asset prioritization DHCP/DNS Service @ nNormal EEENEE |
. . L . . Auth Servi @ nNormal I 1 |
*  Define a business service including IT infrastructure e orma
components — servers, applications, intermediate network Exchange Service @ Normal
devices VPN Service @ nNormal

o Wizard to create business services based on discovered
device information and network topology

: B
: : : f - 2
® Business service dashboard — single pane of glass for all f _:'
aspects of a business service — quickly identify if critical
business processes are performing well

® Business service health with incidents

© 2011 AccelOps, Inc. Feb 2011 Q ) OCC@'OpS
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Dynamic User Identity and Location

* Beyond MARS: Tracking User Identity in SIEM 2.0

* Unique identity/location-to-event binding technology, AccelOps automatically associates IP
addresses to Identity: machine names, MAC addresses, logged-on users, directory objects and
Location: nearest Ethernet switch, VPN Gateway or WLAN Access Point and VLAN id

Combines Domain Controller authentication logs, DHCP logs, VPN logs, WLAN logs and AccelOps discovery

Detect changes of IP to identity or location association

Identity added to logs as meta-information

In-memory database

® Complete who and where details are maintained as action records, irrespective of the use of shared
credentials, including the network the user has connected to and by what method

IP address

101210

192.168.16.11

192.168.0.40

192.168.0.10

192.168.16.12

192.168.24.92

172.16.20.155

192.168.29.7

192.168.24.92

172.16.20.152

192.168.24.90

Mac address

05:17:¢1:37:e1:61

00:0c:29:47:6f:90

00:30:48:84:45:0b

00:1e:c9:4a:30:a2

00:1e:c9:4a:30:a2

00:0c:29:91:83:3e

00:1e:c9:38:73:88

User
abose (Domain)

Administrator (Domain)

Administrator (Domain)

Administrator (Domain)

phoenix_agent (AAA)

phoenix_agent (Domain)
Administrator (Domain)

phoenix_agent (Domain)

phoenix_agent (Domain)

phoenix_agent (Domain)

© 2011 AccelOps, Inc.

Host Name

WINO3-QA

WIN-RACALNGWFOW

FILER

ADS-PRI

WIN-RACALNGWFOW

ROCKETS

Saas02-Cust111

DEV-CTOS-APP-03

ACCELOPS-VA

DEV-AINONE1

First Seen

12:15:01 AM Nov 14 2010

12:40:33 PM Nov 13 2010

12:00:02 AM Nov 13 2010

12:00:08 AM Nov 13 2010

12:40:11 PM Nov 13 2010

12:00:18 AM Nov 13 2010

12:00:07 AM Nov 13 2010

11:59:51 PM Nov 12 2010

12:00:13 AM Nov 13 2010

12:00:04 AM Nov 13 2010

12:00:38 AM Nov 13 2010

Last Seen
03:40:35 PM Feb 22 2011

03:40:33 PM Feb 22 2011

03:40:28 PM Feb 22 2011

03:40:28 PM Feb 22 2011

03:40:26 PM Feb 22 2011

03:40:26 PM Feb 22 2011

03:40:26 PM Feb 22 2011
03:40:10 PM Feb 22 2011

03:40:10 PM Feb 22 2011

03:40:05 PM Feb 22 2011

03:39:54 PM Feb 22 2011

Domain

ACME

WIN-
RACALNGWFO
w

ACME

ACME

WIN-
RACALNGWFO
w

192.168.0.10

ACME

dev-test-win

ACME

ACME

ACME

Vian ||
e S)-QA-Service-10S more | Analysison | v| %
3 92168 64
Name SJ-QA-Service-10S Avalablity Health @ Up
» 192.168.19.50 performance Health @ Normal
3 s Type Cisco 10S (CISCO2801) avgcruue  20% @
K Version  12.4(1¢c) AvgMemunl: 16X i}
-Service- Updsted  Sep 23 10:51 PM Incidents by Severity 1 e
Method  Telnet, SNMP Incidents by Feature A0 Pl S0 G
s ) Incidents ‘ﬁ; Affected BizService | Port Identity r " Health Summary
9
20
9
Feb 2011 O ) accelops
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Advanced Analytics

® AccelOps features intuitive real-time and historical search features supporting free-form text-based
and structured search on parsed attribute values to display the real-time frequency of incidents and raw
events. It also displays the intensity of the events matching the query in a trend graph in real time.
Analytics > Real-time Search
Filter Criteria: @ Simple &) O Structured &) Display Fields:
j .TCP AND Teardown | Event Receive Time,Reporting IP,Raw Event Log,Event B l Search ]
6
- |
0 —WhEsh llllll il A h b ARRA MR A Bb ll 1 III 1] Il l.lll | . Ill l'll l l.
15:10:42 15:10:57 15:11:12 15:11:27 15:11:42 15:11:57 15:12:12 15:12:27 15:12:42 15:12:57 15:13:12 15:13:27 15:13:42 15:13:57 15:14:12 15:14:27 15:14:42 15:14:57 15:15:12 15:15:27
[ Resume J l Fast Forward ] l Stop ] l Clear J [ Filter l v J l Quick Info I v J 93 events in the last 4m 59s User Paused the query
Event Receive Reporting IP Raw Event Log Event Type Event Severity | Source IP Destination IP
Time
03:15:21 PM 09/25 172.16.255.1@ <134>Sep 25 15:15:21 172.16.255.18 %PIX-6-302014: Teardown TCP connection 160041395 for PIX-302014 1 192.168.21.16 172.16.20.130 Z
Quick Info ).130/443 to inside:192.168.21.16/55968 duration 0:00:00 bytes 107670 TCP Reset-l
03:15:21 PM 09/25 192.168.19.1 Add to Filter 15:21 192.168.19.1 %ASA-6-302014: Teardown TCP connection 63418619 for ASA-302014 1 64.81.25.70 192.168.29.7
64.81.25.70/443 to inside:192.168.29.7/56885 duration 0:00:00 bytes 3794 TCP FINs
03:15:22 PM 09/25 192.168.19.1 <134>Sep 25 15:15:22 192.168.19.1 %ASA-6-305012: Teardown dynamic TCP translation from ASA-305012 1 192.168.29.7
inside:192.168.29.7/56865 to outside:64.81.25.66/48737 duration 0:00:30
([

You can drill down into each of the events or show more fields in the display area in real time. All the
fields in the real-time events are automatically parsed by AccelOps using a flexible XML-encoded event
handling technology. Additional information about any IP, User or MAC address is just one click away.
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Advanced Analytics

® AccelOps includes the best of both worlds, searches can also be structured, referencing the built-in

CMDB.

Value

Paren

v Devices: Firewall

Paren Attribute Operator
EjEj Reporting IP v D | IN
+|(= Event Type BD | IN

v EventTypes: Denied Traffic

Source IP

()
0

+ &
1) (1)

[
+ [+
1) (1

v | Networks: Private Net

® The power of AccelOps comes from its
unlimited number of attributes.

®* No longer are you restricted to the 5-tuple,
in MARS.

® For example this Palo Alto Log, has been
indexed into over 41 attributes, that can be
referenced in Rules, Analytics, Reports and
Dashboards.

®  Support for new devices, can be added
easily without a Software Upgrade.

© 2011 AccelOps, Inc.

CJ [

6
0
()
0

W

=z
2
&
g

O

Event Details x

Application Name Duration Palo Alto Firewall Action Source Intf Name a
-

web-browsing 2 allow ethemet1/2
Application Protocol Event Action Post-NAT Source IP Source TCP/UDP Port
web-browsing Success(0) 192.168.22.12 49231
Connection Id Event ID Post-NAT Source Port Target User
63492 4356810428817646411 49231 ]
Count Event Name Pre-NAT Dest IP Total Bytes
1 Permitted traffic flow started 67.195.145.137 417
Customer ID Event Parse Status Pre-NAT Dest Port Total Packets
2000 1 HTTP(80) 5
Customer Name Event Receive Time Relaying IP User -
SoftwareAB 10:00 02/17/2011 172.16.1.2 beeradmin
Dest Firewall Zone Event Severity Reporting IP Web Site Category
untrust 1 172.16.1.2 any
Dest IP Event Severity Category Reporting Model
67.195.145.137 Low PAN-OS -

Dest Intf Name
ethemetl/1

Event Type
PAN-OS-TRAFFIC-start-allow

Feb 2011
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Reporting

Comprehensive, categorized reporting, over 1000 included reports, already defined for specific job
functions. No need to reinvent the wheel to report on compliance issues.

Control access to individual reports, and define data conditions for reporting personnel.

Schedule, email, store report results on box, for complete flexibility.

v @ Report Templates
[T} Frequently Used
I @ Device
v E Function
» [T}, Availability
» [T}, Performance
[T, Change
» [T}, Security
v @ Compliance
G pai
2, cosiT
o mL
g, sox
[ 1s0
FT} HIPAA
= @ Role

[} Biz Service
[}, Super Global

@ Ungrouped

© 2011 AccelOps, Inc.

Analytics > Report Templates > Function > Security

| New “ Delete “ Edit “ Clone I Q

Name

(s) All Events: Top Blocked Network Attacks By Count (Detailed)

(s) All Events: Top Network IPS events By Count

(s) All Events: Top Network IPS Events By Severity, Count (Detailed)

(s) Biz Srvc: Top Business Services and Security Incident Details By Count
(s) Biz Srvc: Top Business Services and Security Incident Names By Count
(s) Detailed Domain or Server Account Lockouts

(s) Detailed Domain or Server Account Unlocks

(s) Detailed Failed Login At Any Device

(s) Detailed Successful Login At Any Device

(s) Exploit: Top Network Scanners By Event Count

(s) Exploit: Top Network Scanners By Event Count (Detailed)

(s) Host vulnerabilities found by scanners

(s) Host vulnerability found by scanners with details

Feb 2011
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Dashboards

® AccelOps also features fully customizable dashboards across change and security dimensions
including TopN information on various metrics along with the system itself.

Top Security Incidents By Sev, Count (last 24 hours updated @10:20:03)

Account Lockout: Domalin
Exploit: Top Network Scanners By Event Count (last 24 hours updated @10:19:58)

Account Lockout: Server
o l 192.168.21.16,ICMP Network Sweep w/Echo,Severit

Traffic Anomaly From Host On Fixed Port
d 172.16.20.155,ICMP Network Sweep w/Echo,Severit
w"s Exploit 172.16.20.155,6ROCKETS,ICMP Network Sweep w/Ec

Traffic Anomaly Between Two Hosts on Fixed Port 192.168.21.16,TCP SYN Port Sweep,Severity=LOW
172.16.20.155,ROCKETS,TCP SYN Port Sweep,Seve

Difference In Running and Startup Config
Unusually Large ICMP Echo Packets
Scanner found severe vulnerability

B
Multiple IPS Events From Same Src
Y

Heﬁ TCP Port Scan: Slnile Host

0 10 20 30 40 50

® The solution contains more than 400 customizable widgets that can be incorporated into any

dashboard. e
* Each widget can be further customized to provide sectoin. oo S

network scan or reconnaissance events

aggregate, trending, or tabular views.

Condition | Please see Report Template section for details.

. . . Display regation View (Pie] v
*  You can adjust the layout by easily selecting from several e

options and choose from charting displays such as time Refesh imervs [ 15 min | v
series trending, pie, column, or spark line charts. oo (1]

© 2011 AccelOps, Inc. Feb 2011 O ) accelops




Dashboards

® Any search/report template can be added to the dashboard, in the form of a widget. You can completely
customize your own display, for your purposes.

Events Per Second - Max EPS Trend (last 1 hour updated @10:25:18)

160
————_\/\/—\_—/\/—\

120
80
40

0

09:25 09:29 09:31 09:35 09:37 09:41 09:43 09:47 09:49 09:53 09

Top Security Events By Severity, Count (last 1 hour updated@10:30:50)

Event Name

Windows user account locked out - excessive failed logins

Scanning detected and successfully remedied a virus infection

WEB-MISC PCT Client_Hello overflow attempt
Host Vulnerability score exceeded threshold
Microsoft Windows win.ini access attempt
HTTP /etc/passwd Access Attempt

SNMP public access udp

SNMP request udp

phpBB viewtopic.php Highlighting Feature Arbitrary PHP Code Exe...

Microsoft I1S Escaped Characters Decoding Command Execution V...

COUNT(Matched Eveni Trend

NN T N

N N B E NN

39,229
38,388

¢ Each and every user on the system, can also have their own user-defined dashboards.

Dashboard > My Dashboard

®* And every widget, can easily be changed back into a
search, to drill down into the information, for incident
investigation

[

Flow (last 1 hour updated @10:47:36)

Plus the ability to store and reference Netflow Data.

Source IP Source Host Nam| Dest IP Dest Host Nary | IP Protocol Dest TCP/UDP Pa| SUM(Total Bytes] SUM(Sent Bytes) SUM(Received |
192.168.29.12 SAAS-PH-CUST... 64.81.25.70 SAAS-PH-CUST...  TCP(6) HTTPS{443) 5.16 MB 1.15MB 4MB
192.168.29.12 SAAS-PH-CUST... 64.81.25.74 SAAS-PH-CUST...  TCP(6) HTTPS{443) 297 MB 231MB 677.94 KB
192.168.16.10 QA-V-WINOZ 192.168.21.206 = QA-V-WINOS TCP(6) POSTGRES(5432) 8.81 MB 4.68 MB 4.13MB
192.168.19.1 c-router-3560_... 192.168.1.4 UDP(17) SYSLOG(514) 5.75 MB 5.75 MB 0B
192.168.1.4 QA-V-CtOS-01....  192.168.29.12 UDP(17) SYSLOG(514) 42.43 MB 42.43 MB 0B
192.168.19.1 c-router-3560_... 192.168.21.206 UDP(17) SYSLOG(514) 320.87 MB 320.87 MB 0B
192.168.1.4 QA-V-CtOS-01.... 192.168.29.18 UDP(17) SYSLOG(514) 42.59 MB 42.59 MB 0B
192.168.0.30 SJ-Dev-S-RH-V... | 192.168.21.206 UDP(17) SYSLOG(514) 78.58 MB 78.58 MB 0B
192.168.24.12 HOST-192.168.... 192.168.64.7 TCP(6) HTTPS{443) 4.14MB 453.72 KB 3.69 MB
192.168.20.1 Main-Core-Cat...  192.168.21.206 UDP(17) SYSLOG(514) 79.53 MB 79.53 MB 0B

© 2011 AccelOps, Inc.
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[ | D Top Audit Event Categories By Count

(V] D Top Security Event Categories By Count

L] D Top Security Event Reporting IPs By Count

4 D Top Security Events By Severity, Count

[ ] D Top Security Event Severities By Count
v|=| E\ Authentication

B0

= .

Detailed Domain or Server Account Lockouts
Detailed Domain or Server Account Unlocks
Detailed Failed Login At Any Device

Detailed Successful Login At Any Device

Top Devices By Failed Login

[ Top Devices, Users By Failed Login Count
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Granular RBAC *
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Role Based
Access
Control
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Role Based Access Control

® AccelOps provides customizable fine-grained Role Base Access Control (RBAC) enabling the
application to be effectively used by a diverse set of users with different functional roles in a large
enterprise or service provider.

®* Roles define two aspects: (1) what data a user can see, in analytics, reports and dashboards, (2) which
components of the AccelOps GUI, a user can see and the associated Read/Write/Execute permissions.

Data Conditions: Paren Attribute Operator Value
v #HE Host IP []l=] | ¥ || Devices: Windows
Admin > Role Management #E | Reporting v][=] [ v || Devices: Windows
. +[= Source IP v |[]|[m v || Devices: Wind
l New “ Delete ” Edit “ Clone I (12 0f 12) E — “ — =
*Hi= Dest IP A3 N Devices: Windows
Name Description

(s) DB Admin A role for Database (DB) administrators. Users having this role can monit Ul Access: | Expand All | Collapse Al | Show: | AllNodes | v

(s) Executive

(s) Full Admin

(s) Help Desk

(s) Network Admin

(s) Read-Only Admin A role for Read Only administrators. Users having this role can view infor ’ L; : :ifm Device x
(s) Security Admin A role for Security administrators. Users having this role can monitor sec - : ﬂ ::::,Z Permissions Device Tabs
(s) Server Admin A role for server administrators. Users having this role can monitor all as| : ;!‘ ::::: j ; :':u" e
(s) Storage Admin A role for storage administrators. Users having this role can monitor all a v 1§ Mahware O f :":
(s) System Admin A role for System administrators. Users having this role can monitor all a: ’ : 4§ ::‘: d l itl View
(s) Unix Server Admin A role for Unix server administrators. Users having this role can monitor B 8 oty o
(s) Windows Server Admin A role for Windows server administrators. Users having this role can mor
[ o ]

© 2011 AccelOps, Inc.

A role for executives - only business service dashboard and personalizabl
A role for unrestricted administrators. Users having this role have full acc
A role for help desk - admin, cmdb, dashboard tabs view only; analytics a

A role for network administrators. Users having this role can monitor all ;

> v @ pashboard
> v @ Analytics
> v @) Incidents
v v Q ovos
v 3 Topology
» v &% Devices

Feb 2011
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For example, Server Admins cannot see network devices, Tier 1 Network Admins, cannot see device
configurations, etc.
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Incident Management

° I;?aé%gE?MARS Incident View how many incidents are really the same one firing over and over again, over many

AccelOps introduces next generation incident Management

° Incidents with the same conditions, appear once, and are ¢

grouped by count.
([

° Incidents can be trended, filtered, cleared and customized
for your particular view.

[=] Incident View - Last 2 hrs

Create exceptions, and edit the Rule with a single click.

Easy to see triggering events, that could be syslogs, SNMP

traps, WMI pulled information, Flow data or even device
configurations.

Filter By: Q D Q P (:) Advanced Group By: Severity: Function: Incident Status: Ticket Status: Time Selection:
[ ILI | None (Details with Time) v || Al v || Al ¥ | | Active v || Al v | |Last2hrs
2, Refresh E Edit Rule Q Exception *» Ticket . History % Clear (s Comments Columns 1 I 2 ‘ 3 | 4 1 5| Pag
E.. | LastSeen First Seen Incident Name Incident Source Incident Target Incident Detail Status Ticket Status Orga...
@  17:30:00 02/18/2011 = 13:42:00 02/18/... Network Device Hardware Wa... 172.16.255.70 (junip... = Hardware Componen... Active None Super
@ | 17:30:00 02/18/2011 | 13:45:00 02/18/... Network Memory Warning 172.16.255.70 (junip... = Memory Util: 80.00 Active None Super
@  17:30:0002/18/2011 = 13:46:00 02/18/... Network Memory Warning 192.168.19.12 (S)-De... Memory Util: 74.98 Active None Super
@ 17:30:0002/18/2011 | 13:37:00 02/18/... Network Memory Critical 172.16.0.1 (S)-QA-F-L... Memory Util: 99.02 Active None Super
@ 17:30:0002/18/2011 | 13:42:00 02/18/... Server Hardware Critical Alert 192.168.0.14 (wwwin) = Hardware Componen... =Active None Super
@ 17:30:00 02/18/2011  13:47:00 02/18/... Multiple Logon Failures: Dom... 172.16.22.100 172.16.10.15 (QA-V-... Domain: ,Triggered E... Active None Super
@  17:30:0002/18/2011 = 13:45:00 02/18/... Server Memory Warning 192.168.1.23 (QA-V-... = Memory Util: 75.71 Active None O-eng
@  17:30:0002/18/2011 = 13:49:00 02/18/... Server Intf Util Warning 172.16.10.34 (QA-V-C... Host Intf Name: ethO,... Active None Super
@ | 17:29:00 02/18/2011 | 13:34:00 02/18/... End User DNS Queries to Una... = 192.168.0.30 (S)-Dev-... Triggered Event Coun... = Active None O-eng
@  17:29:0002/18/2011 = 13:27:00 02/18/...  Excessive End User Mail 192.168.20.191 Triggered Event Coun... = Active None Super
| 4 I I |
[-] Incident Details - Multiple Logon Failures: Domain
Incident Details | Triggered Events | | Related Incidents | v
ExcessDomainLoginFailure
Page 1_ of 1 '
Event Received Event Type Event Name Reporting IP Source IP User Com... | Win.. W. R. RawEve
17:24:14 02/18/20... Win-Security-675 Windows kerberos domain controller ... = 172.16.10.15 172.16.22.100 phoenix_agent 1. ‘H:
17:24:14 02/18/20... Win-Security-675 Windows kerberos domain controller ... = 172.16.10.15 172.16.22.100 phoenix_agent 1. &_"j
© 2011 AccelOps, Inc. Feb 2011 O ) OCC@IOpS



Multiple Incident Views

Fishbone view - network by network segment view @

Calendar view - daily or weekly summary of incidents

| Dashboard > Incidents

Table View Fishbone View “ Topology View “ Calendar View

Show IP 4

Incidents of last 24H D Show nodes without incidents  £nter name or 1P to search

192.168.69.0/24

1 @) 192.168.69.1
€ 25 192.168.698
1 =5 192.168.69.49

192.168.0.0/16

1 @) 192.168.69.1
1 = 192168702

I 192.168.70.0/24

| w—  — | —— - | — —
W ——— W - .
< ren w1 >
[ e I e T s 3
w2 » " » »
s e e »e Eand i 1. 1o
— “ » | = » 2= " - w . nw w "
S S S S E— »
- ..
e » o 2 2 W » - I » =
x = 3 o Bl " »

Topology View of Incidents
—

=

Net-172.16.10.0/24

. FortiGate508
é,, Net-172.16.255.0/28
-—
A-105-Dev.pros... Net:172.16.255.32/30
— ?
Net-172.16.255.68/30 a Net-172.16.255.80/30
'“’"mmém - SI-QA-A-Fdy-Bigiron
Net-172.16.0.0/25 1
by 5 -
Net-172.16.3.0/29
SJ-Dev-A-Fdy-Fastiron
Net-172.16.20.0/24
196.186.240/29 ? Net-128.0.0.0/2 JuUn0S-3200-2
J SHOA-F-Lnx-CHK &
Net-172.16.0.128/25 '
!. Net-192.168.20.0/22

® Trend View

Incidents > Incidents

ks Incident Trend View Graph - Last 24 hours

& Zoom ah  sh  Max

|y Py PR PR pyp—" " p——
12:00 17:00

_l\"\x D o L T N s L T e W

<)
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User Interface ’

Flex based
Web 2.0 GUI




Flex based Web 2.0 User Interface

e User Interface built on Adobe Flex based GUI Csm'ﬁ'l(.ltin g
For ITByIT

® Engaging user experience similar to a client

S Greg Shipley from Network Computing calls AccelOps
application

“Flash based GUI is polished, responsive, makes
good use of data visualization tools, and is
downright slick compared with the “ho-hum”

interface found in many legacy SIEM products”

®* Anytime, anywhere access via a standard Web
Browser

Main Features:

¢ Interactive Topology

® Customizable dashboards
¢ |nstant search on any data
® Flexible and easy drill down

e Powerful visualization

IPSec Service
© 2011 AccelOps, Inc. Feb 2011 Q > OCC@'OpS



Detailed Topology Mapping

* In MARS, the topology was static, sometimes impossible to view!

® AccelOps generates up-to-date layer 2 and 3 network topology maps with interactive alerts, service
overlays, filters and drill-through details. And it's completely interactive!

Net-192.168.19. 4525 HFCsco-WLC
=
Net-192.168.19.64/28 S
16/28
+* Aruba200-Wlan-C
[ < GlgabitEthernet0/40 /
e Net-192.168.20.0/22 =0z ) sdas-db-0
f
Maln-Core-Cat-Switch Main-HQ-IPS 4
GlgabitEthernet0,/2
\
N _:? Net-192.168.16.0/23 ED\ saas-sip02
Net-192.168.19.0/28 - —_— ~ \ / /
Maln-ASA-Flrewall  Net-99.68.71.88/29 GlgabitEthernet0/21 HOST-192.168.64.2 . \1 /"' ~
- . \ / / ——
Net-192.168.25.0/25 ";E # —— N\ —
&= N —— —
+ Net-192.168.18.0/24 - \
—_— 23 Cat-Switch-01 Branch-V-Win03-vC /
192168.280/28 . ~ GlgabitEthernet0/10— /\ \ .
&)  S-Cat-Adm-01-Switch = & - / \\ QI;/‘
.'El = 9 / \ \,
HQ-Proxy-BlueCoat === / \
/ - - :
Branch-SonicWall $J-HO-Extreme |\  HQ S\eMce—Core‘;‘[OS

HOST-192.168.64.151abitEtherfeto/1 \

' \
4 \
- \

N
I

!
Net-192.168.25.128... \

1.68.71.80/29

Layer 3 Network Topology

The fully connected network topology can show network

Layer 2 and Logical Topology

nodes such as: The AccelOps visualization engine can also show
*Firewall and VPN gateways layer 2 connectivity between hosts and switches and
*Routers and switches also the logical connection such as OSPF/BGP etc

*WLAN controllers and WLAN APs
*Network IPs
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Topology Mapping

® Incident details, filterable by severity can be overlaid on the Topology Maps

® |tems can be moved around, expanded or collapsed, and it's complete flexibility

w JIPA-DETVIOE-IUD
" )

Net-192.168.0.0/24 — ’ Net-192.168.19.16/28 ]
- w— Net-192.168.19. 25y2e" i w-01 11 +* | = PO
o~ ‘. =
3= ¥ — i

Net-192.168.19.16/28 it e e et b e .
Router-01 % | g Arub Net-192.168.24.0/24 w Filter

__gN T —— Maln-Core-Cat-

LS S \et-192.168.20.0/22 @ ade-ord
Net-192.168.24.0 _ . , : . A P
Click to see Incident Details /
1.2.0/24 s
- 77\ 2
5 Net-192.168.29.0/24" Vian 3 @ Show layer 3 connection
82.0/24 === e Mail
GlgabitEtherngt6/8 ~ =
Net-192.168.29.0/24 Net-192.168.19.0/28 (=) Show layer 2 connection
e ﬂ Net-192.16
Net-192.168.25.0/25
— SJ-HC Ads-Pri-Win-Server + Options
+ O ——
Net-192.168.1.0/28 i &=

Net-192.168.28.0/24

:je-(gudmm-smzc
=

Incident Notification Overlay Search on Node Name, IP Address

AccelOps allows the user to find any network resource in
the topology directly by doing a smart search on the
topology. The user can enter the device name or IP
address and the topology engine will highlight the
devices which contain the name or IP.

The visualization engine automatically keeps
track of these incidents and overlays them
on the main graph nodes so that the user
can get a rapid visual cue of network issues
at any time.

© 2011 AccelOps, Inc.
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Security Analysis @

=

Rich Context
for Security
Analysis
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Ok - | have a security incident. Most SIEM tools do not provide broad context

Rich Context for Security Analysis

for this incident

Server context:
° What applications are running on the server?
° When was the server patched? Who patched it?

° Were there any configuration changes?

° Did the resource utilization pattern (CPU, memory, disk 1/0) change?

° If it is a web server, did the web request latency increase?
° Did the communication pattern change?

° What are the affected business services?
Client context:
° What is the host name? Who is the user?
° Where is the user coming from? Wired? Wireless? VPN?

° Internet IP: Where is it coming from? Is it blacklisted?

Network device context:

° Were there any configuration changes?

° Did the resource utilization pattern (CPU, memory, interface
utilization/errors) change?

AccelOps provides the above information via integrated
o End-to-end discovery

° System/Application Performance Monitoring

° Change management

° User identity and location

° Who-is, xxx Blacklist integration

© 2011 AccelOps, Inc.

] Summary H Health H Contact H Interfaces “

’ Hardware [

Installed Software (20) I Running Applications (113) ‘ Windows Services (114) l Installed Pat

[ View | oiff... |

Rev# | Date

290 05:57:22 PM Sep 24 20...

153 | 05:49:38 PM Sep 23 20

1791 NOAC.N DAACArm 77 D)

Analytics > Identity and Locatlo!
( \

IP address User

192.168.0.26  sdickinson (Domain)|

192.168.20.52 elee (Domain)

192.168.20.39 ayong (Domain)

192.168.0.26  apacheSVN (Domair

Whois Information - 72.199.25.103

GeekTools Whois Proxy v5.0.5 Ready.

Checking access for 209.31.16.66... ok.

Final results obtained from whois.arin.net.
Results:

#

# The following results may also be obtained via:

@ Geo Location !qq Trace Route

/12)

figj) SANS StormCenter L.l

VMware Infrastructure Client 2.5

SymmTime
L Mirrnenft SN Sarus;
Interface VLAN1

Ip address 172.16.10.254 2!
no Ip directed-broadcast
no Ip route-cache

!
Ip default-gateway 172.16.1

Jlogging 172.16.21.75 |
snmp-server enginelD local

snmp-server community pu
snmp-server location PH-Q)
snmp-server contact WenYi
Main-Core-Cat- || |
Switch
192.168.20.1
(GigabitEthernet6

Main-Core-Cat-
Switch

107 1o N1

| ing 172.16.21.75
B ==rrram—

Vendor
Vmware Col

Symmetrico

r 2005 Mnhila [FNII | Mirraenft O

interface VLAN1

Ip address 172.16.10.254 2!
no Ip directed-broadcast
no Ip route-cache

!
Ip default-gateway 172.16.1

snmp-server enginelD local

snmp-server community pu
snmp-server location PH-Q)

Avg CPU Uil (%)
Overall CPU

asco

Reputation (SenderBase)

5‘ Project HoneyPot
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our new Cisco MARS
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